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SSH Authentication

Source: TeraGrid Tutorial (SC04)



Apr-12-07 3

! Without coordination of authentication
between sites

Password Authentication

Acct[x], password[x]

Acct[y], password[y]

Acct[z], password[z]
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Single Password Authentication

password[k]

password[k]
password[k]

Common
Authentication
Infrastructure
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! Users use an account password or Kerberos
password to authenticate login and file transfers

! The password is a shared secret between the user
and the remote resource provider

SSH Password Authentication

Encrypted SSH Tunnel
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! A pair of different, but complimentary keys, one
private (secret) key, and one public key

! Whatever you encrypt via one of the keys, you can
only decrypt with the other key

S

P

Public Key Cryptography
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! Private, Secret Key (S)
is kept securely
by the user

! Public Key (P) is distributed
to sites to authenticate use of the Private Key (S)

Public Key Authentication

S

P

P

P
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SSH Public Key Authentication

! Generate an SSH key-pair via
ssh-keygen

! Place ~/.ssh/id_dsa.pub or
~/.ssh/id_rsa.pub in remote
host accountÕs
~/.ssh/authorized_keys

! SSH prompts the user for the
private key passphrase when
using ssh or scp

! On the remote host,
~/.ssh/authorized_keys file
contains public keys for those
allowed to access this account

! SSH Key Passphrase is not
transmitted over the wire



Apr-12-07 9

SSH Public Key Authentication

! Generate an SSH key with ssh-keygen

dsi mmel $ ssh- keygen - t  dsa

Gener at i ng publ i c/ pr i vat e dsa k ey pai r .
Ent er  f i l e i n whi ch t o save t he key ( / User s/ dsi mmel / . ssh/ i d_dsa) :  
Ent er  passphr ase ( empt y f or  no passphr ase) :  
Ent er  same passphr ase agai n:  
Your  i dent i f i cat i on has been saved i n / User s/ dsi mmel / . ssh/ i d_dsa.
Your  publ i c key has been saved i n / User s/ dsi mmel / . ssh/ i d_dsa. pub.
The key f i nger pr i nt  i s:
2f : bc: aa: c9: 8e: 3e: 7f : ee: 8e: 65: aa: 9d: 50: 56: 1d: c6 dsi mmel @Der ek- Si mm
el s- Comput er . l ocal

dsi mmel $
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! Copy the public key to the remote host

! Some TeraGrid sites do not permit password-based
SSH authentication according to local policy

" ANL, Caltech
" Users must contact these sites, verify their identity, and

transmit a copy of their SSH public key to them so that it
can be installed on their behalf

dsi mmel $ scp . ssh/ i d_dsa. pub ds i mmel @l emi eux. psc. edu: i d_dsa. pub
dsi mmel @l emi eux. psc. edu' s passwor d:  
i d_dsa. pub                        100%  626   562. 9KB/ s   00: 00    
dsi mmel $

SSH Public Key Authentication
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SSH Public Key Authentication

! Put the public key into the authorized_keys
file on the remote host (policy permitting)

dsi mmel $ ssh dsi mmel @l emi eux. psc. edu
dsi mmel @l emi eux. psc. edu' s passwor d:  
É
bash- 2. 04$ l s - l  i d_dsa. pub
- r w- - - - - - -    1 dsi mmel   st af f   626 Oct  11 14: 09 i d_dsa. pub

bash- 2. 04$ cat  i d_dsa. pub >> . ss h/ aut hor i zed_keys

bash- 2. 04$ l s - l  . ssh/ aut hor i zed_keys 
- r w- r - - r - -    1 dsi mmel   st af f   626 Oct  11 14: 47 . ssh/ aut hor i zed_keys

bash- 2. 04$ exi t
dsi mmel $
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SSH Public Key Authentication

! Login using your SSH key

dsi mmel $ ssh dsi mmel @l emi eux. ps c. edu
Ent er  passphr ase f or  key ' / User s/ dsi mmel / . ssh/ i d_dsa' :  

Compaq Tr u64 UNI X V5. 1A ( Rev.  1885) ;  Compaq Al phaSer ver  SC TS2. 5

Thi s syst em i s f or  t he use of  aut hor i zed user s onl y.   Unaut hor i zed 
use may be moni t or ed and r ecor ded.   I n t he cour se of  such moni t or i ng
or  t hr ough syst em mai nt enance,  t he act i v i t i es of  aut hor i zed user s may
be moni t or ed.  By usi ng t hi s syst em you expr essl y consent  t o such
moni t or i ng.

I f  t her e ar e any pr obl ems,  pl ease cont act  r emar ks@psc. edu.

bash- 2. 04$
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SSH Public Key Single Sign-On

! SSH-agent is a program that sets up a small
service on your local machine to temporarily
hold your private SSH keys

! You add your keys with ssh-add
! With your keys loaded, ssh and scp

commands require no passphrase entry
! Use ssh-agent -k to remove the service when

done
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dsi mmel $ eval  ` ssh- agent `
Agent  pi d 544
dsi mmel $ env |  gr ep SSH
SSH_AGENT_PI D=544
SSH_AUTH_SOCK=/ t mp/ ssh- 6SvMt TGu/ agent . 543
dsi mmel $ ssh- add
Ent er  passphr ase f or  / User s/ dsi mmel / . ssh/ i d_dsa:  
I dent i t y  added:  / User s/ dsi mmel / . ssh/ i d_dsa ( / User s/ dsi mmel / . ssh/ i d_dsa)
dsi mmel $ ssh dsi mmel @l emi eux. psc. edu

Compaq Tr u64 UNI X V5. 1A ( Rev.  1885) ;  Compaq Al phaSer ver  SC TS2. 5

Thi s syst em i s f or  t he use of  aut hor i zed user s onl y.   Unaut hor i zed 
use may be moni t or ed and r ecor ded.   I n t he cour se of  such moni t or i ng
or  t hr ough syst em mai nt enance,  t he act i v i t i es of  aut hor i zed user s may
be moni t or ed.  By usi ng t hi s syst em you expr essl y consent  t o such
moni t or i ng.

I f  t her e ar e any pr obl ems,  pl ease cont act  r emar ks@psc. edu.

bash- 2. 04$

SSH Public Key Single Sign-On
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bash- 2. 04$ exi t
l ogout
Connect i on t o l emi eux. psc. edu cl osed.

dsi mmel $ eval  ` ssh- agent  - k`
Agent  pi d 544 ki l l ed;

dsi mmel $

SSH Public Key Single Sign-On

! The output of the ssh-agent command is a short set
of commands to set (or with -k, remove) the SSH
agent environment variables

! Using eval `ssh-agent [-k]` is  a shortcut to execute
those environment-setting commands
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Limitations of SSH

! SSH was designed as a secure replacement for
Telnet and r-commands (rlogin, rsh, rcp)

" The ssh server provides a specific set of services for
secure remote command execution and file transfer

! Limitations of SSH Public Key method
" Users have to prove who they are to every resource

! With certificates, a resource provider need only trust the CA

" Difficult to know if users keys are still valid
! Every user needs to be polled, since there is no CRL



Grid Security Infrastructure
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Creating a Cert: “Simple” steps (GT4)

! Get account on host
" e.g. bubba.tacc.utexas.edu

! Run  grid-cert-request
" ~/.globus directory created with PEM files

! Email contents from usercert_request.pem file to CA of choice
Ð  ca@tacc.utexas.edu

! CA emails back to you your signed and encrypted public key
file (usercert.pem)

! Place in ~/.globus on machines you want to do grid jobs on
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grid-cert-request –ca
(lists CA’s recognized by host)
 [mthomas@buda ~]$ /usr/local/globus/globus-3.0.2/bin/grid-cert-request -verbose  -ca
nondefaultca=true

The available CA configurations installed on this host are:

1)  1c3f2ca8 - /DC=org/DC=DOEGrids/OU=Certificate Authorities/CN=DOEGrids CA 1
2)  42864e48 - /C=US/O=Globus/CN=Globus Certification Authority
3)  5fb2fc80 - /O=Louisiana State University/OU=CCT/OU=ca.cct.lsu.edu/CN=CCT CA
4)  6349a761 - /O=DOE Science Grid/OU=Certificate Authorities/CN=Certificate Manager
5)  860e3429 - /C=US/ST=Virginia/L=Charlottesville/O=University of Virginia/Email=pkimaster@virginia
.edu/CN=UVA Standard Assurance SKP 1
6)  9a1da9f9 - /C=US/O=UTAustin/OU=TACC/CN=TACC Certification Authority/0.9.2342.19200300.100.1.1=ca
man
7)  9d8753eb - /DC=net/DC=es/OU=Certificate Authorities/OU=DOE Science Grid/CN=pki1
8)  ad478c3d - /C=US/ST=Virginia/L=Charlottesville/O=NMI Testbed Grid/OU=Bridge CA/CN=BridgeCA
9)  c4d34612 - /C=US/ST=Alabama/L=Birmingham/O=University of Alabama at Birmingham/OU=UABGrid/CN=UAB
GridCA
10)  cd88b13f - /O=Grid/OU=Texas Tech HPCC/OU=onera/CN=Globus Simple CA
11)  d1b603c3 - /DC=net/DC=ES/O=ESnet/OU=Certificate Authorities/CN=ESnet Root CA 1

Enter the index number of the CA you want to sign your cert request:
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Creating the Certificate:
output from grid-cert-request
[mthomas@buda ~]$ /usr/local/globus/globus-3.0.2/bin/grid-

cert-request
A certificate request and private key is being created.
You will be asked to enter a PEM pass phrase.
This pass phrase is akin to your account password, and is

used to protect your key file.
If you forget your pass phrase, you will need to obtain a new

certificate.

Using configuration from /etc/grid-security/globus-user-
ssl.conf

Generating a 1024 bit RSA private key
........................++++++
.......++++++
writing new private key to

'/home/mthomas/.globus/userkey.pem'
Enter PEM pass phrase:
Verifying password - Enter PEM pass phrase:
-----
You are about to be asked to enter information that will be

incorporated into your certificate request.
What you are about to enter is what is called a Distinguished

Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,
If you enter '.', the field will be left blank.
-

Level 0 Organization [Grid]:Level 1 Organization
[Globus]:Level 0 Organizational Unit
[tacc.utexas.edu]:Name (e.g., John M. Smith) []:

A private key and a certificate request has been generatedm
with the subject:

/O=Grid/O=Globus/OU=tacc.utexas.edu/CN=Mary Thomas

If the CN=Mary Thomas is not appropriate, rerun this
script with the -force -cn "Common Name" options.

Your private key is stored in
/home/mthomas/.globus/userkey.pem

Your request is stored in
/home/mthomas/.globus/usercert_request.pem

Please e-mail the request to the Globus CA ca@globus.org
You may use a command similar to the following:

  cat /home/mthomas/.globus/usercert_request.pem | mail
ca@globus.org

Only use the above if this machine can send AND receive e-
mail. if not, please mail using some other method.

Your certificate will be mailed to you within two working days.
If you receive no response, contact Globus CA at

ca@globus.org
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Distinguished Names (DN)

! Globally unique identifier that represents you
individually
" /O=Grid/O=Globus/OU=tacc.utexas.edu/CN=Mary

Thomas

! Mapfiles: map user login/account to DNÕs

! E.g. on on Texas systems, username is
mthomas, so mapfile looks like:
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Contents of usercert_request.pem File

This is a Certificate Request file:

It should be mailed to ca@globus.org

==============================================
Certificate Subject:

    /O=Grid/O=Globus/OU=tacc.utexas.edu/CN=Mary Thomas

The above string is known as your user certificate subject,
and it

uniquely identifies this user.

To install this user certificate, please save this e-mail
message

into the following file.

/home/mthomas/.globus/usercert.pem

      You need not edit this message in any way. Simply
      save this e-mail message to the file.

If you have any questions about the certificate contact
the Globus CA at ca@globus.org

-----BEGIN CERTIFICATE REQUEST-----
BgNVBAsTD3RhY2MudXRleGFzLmVkdTEUMBIGA1UEAxM

LTWFyeSBUaG9tYXMwgZ8w
DQYJKoZIhvcNAQEBBQADgY0AMIGJAoGBAJvOvU8PsbH4

qIkaYaJkmGewcA/kC1Bx
8yBahG8Uab1B5z2GR0xWIGv+IWoyp+04/+X2071CLpebOX

0A+/39foxzE+z7aXjI
Fm14WL22Yn/K3uIGNSRwJoWOu+cENrNrrl2JfIQqEIiVG5d

WyT+VMkX/wx9C69X3
84iy0cq1So5VAgMBAAGgADANBgkqhkiG9w0BAQQFAAOB

gQAE5qYwJVlFe2yQDgmu
/b0ICwjxJ77kNiNZRvcIfo23N4eXMi0s3YWvWAI6/nd2cgsJyfD

OErUhXRteLjFS
pLSyr7njgfs2Jm26u4248P8LJbN6dAVN4JGFdoWAKPNYXbL

7v30MQF8G93obvSB+
r3JacgAqczOM1vQci3HBnStX3Q==
-----END CERTIFICATE REQUEST-----
[mthomas@buda ~/.globus]$
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GSI Public Key Contents:
usercert.pem

qe2 (17) % cat usercert.pem
Certificate:
    Data:
        Version: 3 (0x2)
        Serial Number: 503 (0x1f7)
        Signature Algorithm: md5WithRSAEncryption
        Issuer: C=US, O=SDSC, OU=SDSC-CA, CN=Certificate Authority/UID=certman
        Validity
            Not Before: Jan 30 03:23:05 2005 GMT
            Not After : Jan 30 03:23:05 2009 GMT
        Subject: C=US, O=SDSC, OU=SDSC, CN=Mary Thomas/UID=mthomas
        Subject Public Key Info:
            Public Key Algorithm: rsaEncryption
            RSA Public Key: (2048 bit)
                Modulus (2048 bit):
                    00:ba:1d:62:9c:07:ce:24:28:72:87:17:2b:9d:c9:
                    ed:9a:d5:89:b9:2e:83:4f:9c:50:8a:57:cd:31:36:
                    6b:5e:9b:ce:80:a9:71:0d:79:26:d6:ca:7a:37:8b:
                    23:d9:39:39:1e:97:ab:62:53:cc:d3:cb:a3:99:41:
                    2c:9e:fc:33:83:84:ca:15:fa:05:5b:06:f7:68:4d:
                    c0:13:1b:89:ee:32:b3:9d:11:7a:7a:50:c2:cd:d4:
                    d3:2a:9b:ae:40:10:18:61:72:98:4d:fd:6b:0d:ea:
                    b5:8e:c1:d5:77:2e:a1:f2:5e:57:aa:81:e6:aa:c9:
                    eb:f5:26:d8:67:1a:6d:00:99:e4:6d:82:b5:f9:47:
                    02:cf:e9:6c:b6:cb:30:96:c6:b0:a9:7c:33:f2:6f:
                    91:f4:e4:5a:3f:b1:9e:3d:7b:7c:4f:72:ad:89:72:
                    84:2a:0b:1b:a8:b0:c3:4e:50:e4:42:fc:7f:4d:c2:
                    89:07:ed:72:6d:fb:ad:68:c5:9a:29:3f:9c:27:af:
                    3d:c7:ba:d5:62:63:f5:a3:36:6e:82:41:4d:d3:d2:
                    49:11:0a:9c:05:57:38:1f:f7:7d:ea:8f:0e:cd:e9:
                    51:09:be:49:b8:ef:02:86:c8:6c:3b:e9:d5:52:a6:
                    06:44:b1:02:39:7d:62:67:ce:9f:9e:ae:8b:3b:be:
                    1e:91
                Exponent: 65537 (0x10001)
        X509v3 extensions:
            X509v3 Basic Constraints:
                CA:FALSE
            Netscape Cert Type:
                SSL Client, S/MIME, Object Signing
            Netscape Comment:
                OpenSSL Generated Certificate
            Netscape CA Revocation Url:
                http://www.sdsc.edu/CA/SDSC_CRL.pem
            X509v3 Subject Key Identifier:
                26:45:B2:53:39:11:AE:E7:9E:8F:24:72:D8:77:48:7D:EA:54:55:E0
            X509v3 Authority Key Identifier:
                keyid:BF:A3:87:2C:F6:0D:74:BD:48:6C:0E:27:BF:01:E4:F2:4F:46:BA:27
                DirName:/C=US/O=SDSC/OU=SDSC-CA/CN=Certificate Authority/UID=certman
                serial:00

Signature Algorithm: md5WithRSAEncryption
        7e:51:45:34:c8:41:2d:54:c4:03:5e:c9:2f:da:7f:c5:32:9a:
        4c:0c:d3:e4:d3:d9:a1:df:60:27:5b:2e:7f:dc:6e:39:16:5c:
        73:7a:76:0e:83:5a:c4:ab:97:c5:80:80:41:eb:25:05:6c:51:
        95:82:72:4d:1a:73:0b:83:c5:76:dd:b2:97:5e:19:aa:2a:df:
        b4:ab:4b:c5:eb:e5:c2:cd:43:e6:40:a4:06:8d:66:b4:a3:3f:
        4f:20:d7:dc:5b:09:70:e4:19:2e:09:6f:88:dd:00:7e:49:ba:
        d3:ff:d6:dd:a5:40:00:27:0f:11:4f:2f:2b:c3:98:96:86:42:
        2c:c1:b8:b4:e6:dc:dd:b0:9c:c6:b2:6d:09:e3:87:1f:85:e2:
        cc:12:f2:04:ac:3c:b4:98:00:bc:31:e7:d3:36:dc:eb:0f:60:
        2c:6a:c5:67:46:07:4c:c6:00:7a:de:71:b9:d8:ca:e9:de:86:
        52:9b:76:98:7a:26:8a:55:20:5b:7d:2e:4a:f0:01:e1:78:49:
        48:1f:56:3e:6f:78:7c:7b:e3:5c:c1:b1:03:7a:59:66:7f:fb:
        26:98:c1:a1:fe:f7:aa:fc:06:96:67:19:b8:b9:57:70:cb:74:
        18:cc:fe:95:b5:2e:a0:df:93:57:47:46:88:18:86:91:ea:d2:
        2a:9e:8d:76
-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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GSI Private Key Contents:
userkey.pem

qe2 (15) % cat userkey.pem
-----BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,4B20B8150256AE62
-----END RSA PRIVATE KEY-----
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Certificate Operations

! Certificate creation
" Grid-cert-request
" grid-change-pass-phrase

! Certificate info & management
" Grid-proxy-init
" Grid-proxy-destroy
" Grid-proxy-info Grid-cert-info
" Grid-default-ca

! Mapfiles:
" grid-mapfile-add-entry
" grid-mapfile-check-consistency
" grid-mapfile-delete-entry
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X.509 Certificates

! X.509 certificates are widely accepted and
flexible for current and future needs
" A variety of authentication and authorization

methods support X.509 certificates, including web
services

" X.509 standard permits additional data fields in
the certificate for specialized purposes

" With GSI-SSH, X.509 user certificates can be
used to authenticate to SSH servers too
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The ~/.globus directory

! The default location where a userÕs private key and
certificate are installed

! The directory in which Globus creates temporary
subdirectories and files to handle grid job
submission and file transfer

$ l s - l a ~/ . gl obus

t ot al  24
dr wxr - xr - x  3 t r ai n00 t r ai n00  4096 Nov 17 13: 45 .
dr wx- - - - - -  33 t r ai n00 t r ai n00  4096 Oct  17 20: 17 . .
- r - - r - - r - -   1 t r ai n00 t r ai n00  2703 Nov 17 13: 55 user cer t . pem
- r - - r - - r - -   1 t r ai n00 t r ai n00  1420 Nov 17 13: 50 user cer t _r equest . pem
- r - - - - - - - -   1 t r ai n00 t r ai n00   963 Nov 17 13: 50 user key. pem
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User Certificate Information

! grid-cert-info -issuer -subject -startdate -enddate

/C=US/O=National Center for Supercomputing
Applications/CN=Certification Authority

/C=US/O=National Center for Supercomputing
Applications/CN=Training User00

Jul 11 21:16:05 2003 GMT
Jul 10 21:16:05 2004 GMT

! The certificateÕs subject field is its ÒDistinguished NameÓ (DN) -
this is needed for entry into the grid-mapfile
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Authentication using X.509 certificates

! Single Sign-On
" Users authenticate once by generating a proxy

certificate which is subsequently used whenever
authentication is required
! Globus: grid-proxy-init
! KX.509: (kinit + kx509 + kxlist -p)

! Unattended Authentication
" Users can escrow proxy certificates in a MyProxy

server for automated use later
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Globus grid-proxy-init

! Example: Create a proxy that will last for 24
hours

t g- l ogi n2: / user s/ ker i cson % gr i d- pr oxy- i ni t  - hour s 24
Your  i dent i t y:  / C=US/ O=NPACI / OU=SDSC/ CN=Kat e
Er i cson/ USERI D=ker i cson
Ent er  GRI D pass phr ase f or  t hi s i dent i t y:
Cr eat i ng pr oxy . . . . . . . . . . . . . . . . . . . . ÉDone
Your  pr oxy i s val i d unt i l :  Sat  Nov 22 10: 38: 40 2003

t g- l ogi n2: / user s/ ker i cson % gr i d- pr oxy- dest r oy
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Getting into the grid-mapfile

! The Globus grid-mapfile maps the Distinguished Names (DNs) of
usersÕ certificates to their corresponding local user accounts

! In future, installing oneÕs certificate DNs on all the TeraGrid
systems will be simplified via the
TeraGrid User Portal (coming soon to a browser near you)

! For now, users must manually add their certificates to the grid-
mapfile at each site

" At most TeraGrid sites, SSH to a login node and execute:
! gx-map -interactive

" At PSC, access the DN management webpage at
! https://dirs.psc.edu/teragrid/userpage/
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MyProxy

! TeraGrid operates a MyProxy Server at
myproxy.teragrid.org

! MyProxy client tools are used to install proxy
certificates onto the server for later retrieval

" Use myproxy-init in place of grid-proxy-init
" Retrieve a stored proxy using myproxy-get-delegation

! Grid portals commonly use MyProxy to facilitate grid
authentication tasks

! MyProxy User Documentation
" http://grid.ncsa.uiuc.edu/myproxy/userguide.html
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MyProxy

$ mypr oxy- i ni t  - a - s mypr oxy. t er agr i d. or g
Your  i dent i t y:  / C=US/ O=Nat i onal  Comput at i onal  Sci ence Al l i ance/ CN=
Ji m Basney
Ent er  GRI D pass phr ase f or  t hi s i dent i t y:
Cr eat i ng pr oxy . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  Done
Your  pr oxy i s val i d unt i l  Fr i  Sep 13 13: 52: 56 2002
Ent er  MyPr oxy Pass Phr ase:
Ver i f y i ng passwor d -  Ent er  MyPr oxy P ass Phr ase:
A pr oxy val i d f or  168 hour s ( 7. 0 days)  f or  user  j basney now exi st s
 on mypr oxy. t er agr i d. or g.

$ mypr oxy- get - del egat i on - s mypr oxy. t er agr i d. or g
Ent er  MyPr oxy Pass Phr ase:
A pr oxy has been r ecei ved f or  user  jb asney i n / t mp/ x509up_u500
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Security of User Credentials

! Identity Theft is rampant
" World-wide security incident affected TeraGrid sites too
" Passwords and keys for all users had to be replaced
" Continues to require vigilant monitoring

! Dangers of passwordless keys
" Yes, they are convenient (proxies are such but are short-term)
" Typically relies completely on filesystem protections
" Implicitly trusts all who can read files where the private keys are

kept, including system administrators and operators
! Please help us keep the TeraGrid secure for everyone!

" Pick strong passwords and passphrases
" Keep them secret & private - do NOT share them

! Future directions - hardware tokens?
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User Authentication Summary

! All TeraGrid sites support SSH and GSI-based
authentication (GSI-SSH, Globus)

! Some TeraGrid sites require SSH keys
" ANL, Caltech

! TeraGrid-approved Certificate Authorities provide
certificates for use on TeraGrid

! X.509 user certificates enable single sign-on and
unattended program execution

" Globus grid-proxy-init or KX.509 method, MyProxy

! Please protect your passwords and passphrases!



TeraGrid Accounts
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TG Accounts

! TeraGrid Accounts use
" GSI Authentication, GSI Delegation
" MyProxy
" TeraGrid User Portal (TGUP)

! For every TG user along with the login accounts on the TG
computational and data resources, one TG UP account is
created. This username/password for the TG UP will allow
users to initiate a Single sign-on session on all the allocated
TG resources,

" AMIE: Account Management Information Exchange system
! provides automated management of grid resource allocations,

usage data, and user information across a grid spanning
multiple administrative domains.
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Some useful links

! http://www.teragrid.org/userinfo/getting_start
ed.php?level=new_account#login

! Link for GSI -
http://www.globus.org/security/overview.html

! Link for MyProxy -
http://grid.ncsa.uiuc.edu/myproxy

! Link for TG UP - http://portal.teragrid.org

! Link for AMIE - http://scv.bu.edu/AMIE
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Step 1: Logon to TeraGrid User Portal
(TGUP)
! Web interface

" launch-pad for new TG users
" control panel for active users.

! For every TG user along with the login
accounts on the TG computational and data
resources, one TG UP account is created.

! username/password for the TG UP will allow
users to initiate a Single sign-on session on
all the allocated TG resources,
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Step 2: chekc software environment
! Check on machines you want to run on
! SoftEnv is a tool that makes it easy for users to

modify Unix shell environment variables as
necessary to make software available.

! See:
" http://teragrid.org/userinfo/getting_started.php?level=new_

account#env
" http://teragrid.org/userinfo/jobs/softenv.php

! Check for:  $HOME/.soft
" If not there: type

!   cp $TG_EXAMPLES/.soft.ctssv3 .soft
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Default user CTSS 3 software stack

! @teragrid-basic (CTSS 3
global basic suite)
"     tg-policy

"     tgusage

"     softenv

"     gx-map

"     kx509

! @globus-4.0  (GT 4.0.1)
" Java 1.4.2

" Globus 4.0.1 client

" SRB client
" tgcp

! @teragrid-dev  (CTSS3
dev suite)
" Vendor compiler
" Interconnect software
" Recommended MPI &

BLAS libs
" Data tools: hdf4, hdf5,

and Parallel hdf5
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TeraGrid Single Sign-on Implementation
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TeraGrid: Starting a session

To start a session, you will need to create a certificate proxy following the
steps below. Once you have created the session, you will be able to access all
the allocated resources without the need to authenticate repeatedly.

   1. Initial login: Log in to the TeraGrid resource that you've chosen as a
starting point using the instructions for that resource from your account
information packet.
   2. Check for existing proxy: At the command line, type grid-proxy-info . If
you already have a proxy, you can start computing. If you receive an error
saying that you do not have a temporary proxy, then continue below. (If this is
your first time logging in to a TeraGrid resource, you can skip this step.)
   3. Create certificate proxy: Run myproxy-logon -l <username>  You will get
a prompt to enter your MyProxy passphrase. Use the TeraGrid-wide (Portal)
username and password that you received in your packet for this step.
   4. Verify proxy: Run grid-proxy-info  again.
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Getting proxy credential
tg-login1 mthomas/.globus> myproxy-logon -T -l thomasm
Enter MyProxy pass phrase:
A credential has been received for user thomasm in /users/mthomas/.globus/userproxy.pem.
Trust roots have been installed in /users/mthomas/.globus/certificates/.
tg-login1 mthomas/.globus> ls
total 24
drwx--S---    5 mthomas  sdu233       4096 2007-04-12 18:10 .
drwxr-sr-x   16 mthomas  sdu233       4096 2007-04-10 21:50 ..
drwx--S---    5 mthomas  sdu233       4096 2006-03-21 11:42 .gass_cache
drwx--S---    2 mthomas  sdu233       4096 2007-04-12 17:28 certificates
-rw-------    1 mthomas  sdu233       1990 2007-04-12 18:10 userproxy.pem
tg-login1 mthomas/.globus> grid-proxy-info
subject  : /C=US/O=National Center for Supercomputing Applications/CN=Mary Thomas
issuer   : /C=US/O=National Center for Supercomputing Applications/CN=Certification Authority
identity : /C=US/O=National Center for Supercomputing Applications/CN=Mary Thomas
type     : end entity credential
strength : 1024 bits
path     : /users/mthomas/.globus/userproxy.pem
timeleft : 11:59:53
tg-login1 mthomas/.globus> gsissh tg-login.ncsa.teragrid.org
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HW #4

! Install and run the pyGridWare tutorial
examples for CH 3-7:
" Extend MathServer example to include

! 2D matrix operations (note: single number, vectors can
be treated as matrix)

! Matrix add, divide, sub, mult
! Test for matrix


